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Prototype of access control system
for distributed student information repository
considering inter-school collaboration
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Abstract: In recent years, the use of ICT in educational sites has been promoted, and personal information
such as student addresses and medical examination results, and information such as instructional notes and
grades have been digitized and used online. Attempts to use student learning records outside schools, such as
e-Portfolio, have also been raised, and demand for using such student information as online data is increasing.
However, since the information to be disclosed is different depending on the use case scenario, the challenge
is how to implement customizable access control according to different scenarios.

In this study, we developed a system to control access to the student information repository assigned to
each student by using ALFA, which is an attribute-based access policy description language , and a social
graph that expresses the relationship between students, teachers, and schools. A fine-grained access control
considering the cooperation between schools is realized by evaluating the attribute information of students
and teachers stored in the social graph.
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1 MATCH (t:Teacher{id:"test"})-[bl{year:2019}]1->(:
Class)<-[b2:belong]-(:Student{id:"std-a
"} -[:havel->(f:File{id:"std-a_personal"})
RETURN t, bl, b2, f;
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t {name:test,id:test }

bl {year:2019,from:2019-04-01,t0:2020-03-31}

b2 {year:2019,from:2019-04-01,t0:2020-03-31}

f {name:personal_information,type:Personal,id:std-a_personal }
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ALFA ijRY¥— 5.1 allowAccessByBelongTeacher

1 rule allowAccessByBelongTeacher {

2 permit

3 target clause Attributes.subjectType == "belong"

4 condition Attributes.subjectInteractFrom <= Attributes.currentDate

5 && Attributes.subjectInteractTo >= Attributes.currentDate

6 && Attributes.resourceOwnerInteractFrom <= Attributes.currentDate

7 && Attributes.resourceOwnerInteractTo >= Attributes.currentDate

8 }
ALFA iKY >— 5.2 allowAccessToPortfolio

1 rule allowAccessToPortfolio {

2 permit

3 target clause Attributes.subjectType == "manage"

4 condition Attributes.subjectInteractFrom <= Attributes.currentDate

5 && Attributes.subjectInteractTo >= Attributes.currentDate

6 && Attributes.resourcelwnerInteractFrom <= Attributes.currentDate

7 && Attributes.resourceOwnerInteractTo >= Attributes.currentDate

8 on permit{

9 obligation Attributes.mask

10 }

11 }
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resourceOwnerInteractTo

resourceArea EREEHRORH
resourceDate AAERS RO TR H
currentDate Bt HAS
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current YearLast BHEDGED 3 A 31 H
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Attribute Casel Case2
subject_type belong manage
subject_teaching_area none none
subject_interact_from 2019-04-01  2019-04-01
subject_interact_to 2020-03-31  2020-03-31
object_type ePortfolio ePortfolio
object_owner_interact_from  2019-04-01  2019-11-01
object_owner_interact_to 2020-03-31  2020-02-28
object_area none none
object_touched_in 2019-12-14  2019-12-14

TIRARY—ITLD, 22007 —ARRZFNFNUT
DI I NG Z EBWFEIN S,

ry—2x1

ALFA RV ¥ — 522 T X970, HRMFED

TR ADHAI NG,
=22

ALFA RV) ¥ — 51 2 TRl Thd, 77AN

FFRIE NG,

FBRIHREE 21T > 7o kiR 2 £ 6 1287,

® 6 MEEH T TV A ORRGEER R

Case Access elapsed time [ms]
Casel  succeed 48.76
Case2  succeed(masked) 37.17
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7.1 PV EAHBFEICHT S

I, iME7 7 AR AT LATHEEL LT 7R A
T (BT, $#%5R) 122w, RBAC R & Hilg
L 723l 2479 .

xR 7 HEHAL RBAC D

HH %A RBAC AR
ML D 7 7 % ATHIH O A
Skka— - JBHEER O X
u—\ - JBEOEH A O
WEoa— - JBEDOTEM O A
T 7R ARY T —DEH A O

L TIKRTEIIL, RBACHRIZT—LRT 7L ARY
O —DHEPDEIKTH 5, Shkru— L E2EKRTLIL
FEEL V. E7, SBEOREBRICE D VT 7 2 Al
ZEBT 2854, v — VEHIRICHETE O 2 — )L % Gl -
BHLTBBEPEL 5, —7, REARNIE®LE 72
L ZARY L —DOHHIZ RBAC AR & HIKT 2 L EMETH
205, MIKFEED 7 7 & A2 AR C, MEDEEEZ & D
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KHfkIc BT 27 7 e 2Hlfllic s, BEFRFERT
HbdEWZ 5,

7.2 FPUEAFEY AT LOFRERRICI T % 5

6 BiTH D PoTcF VA ITD0T, BRI -
XACML &A@ 71 b 2 - AHEEEIE - < 2 7LD %
NZNOFTERE 2 % 8 ITR T,

R 8 VT VA DOKNEDFIHR R

case get attribute  xacml request get data  obligation
[ms] [ms] [ms] [ms]

casel 26.33 10.50 13.33

case2 12.83 10.80 7.901 0.01740

£ 85, 757 DB » 5 DBEMEIEHRIUSIC )2 2 I
W7 7 AGIHOFTERR O 4 B EE2 S TWwb 2 &8
2%, 779 7HRITBWT, ZOFERRIZ, — FIcE
MBEEDHE - s/ — F &/ — N & OFREEIC i LT
BWMs 270, 7777 DBWIALT 2 £ TP 7 X Al
HOFTHEIRFR RIS % 2 i H 5. 777 DB 26
EEERZ ST 20, — N e, — Figzhnz
N/ — FEEREER —FTh s, #Hlzil, 7V 3.1
&3 77 7BOMRIIRK 11 DLI kD, 7B, 7
) 31T FIA 1Dy —RX1TPEP €Y 2a—ILH
77 DBIZERFT27 Y TH 5.

K1l DZNFND /) —FiconT, Y—arzd
2/ —FOREEE 1 FRICHEMT 2 L—a v Bo Tl
3 9ITRT.

T, B/ —Fo1EMOY L=y a M E
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B11 7xV) 3.11Ck27 7 7HROMEE

£9 VL—varzbo/—FE 1ERDY L— 3 VBN
J—=F Yo—varvzbo/—F 1EHDY L—a VRIIET

B 7 5 2% (RAER)

i 7R ML 375 A% (0 2715 1)

AiE S % A (R 40 L)
3 . TR (R B )

79 A B, EGE, R T —
TR 2k (1)
g 279 2% (1+a)

Bk 7 TR, R, AGERE R (R D B
HEREEER R

AGEEHR Ak 0

10, 79 A/ —FD1EMDY) L— a EMEE 60, &£
2 —Fo1HEMOY L— a v EINEE 100 & RE L
T, ¥F VA1 D7 — R 1220 TR RIS O TS
Mo 5 0025 L 72 (£ 10).

£ 10 JEMEREHIE O r IR o H#ER
FOHEE [F]  get-attribute [ms]
23.83
32.57
23.90
40.47
39.31

=W N = O

£ 1005, YL —a DNk biEeh I Bring
MMl T2 kHICRZ %D, 777 DB LDEET
FETEI X B EEETHE, VL—Yaryold
23275 7 ¥R O EIR NI KUX B I3 TH 5 L5
A6,
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7 iR K ST, RIET 7 AN R T 2GRN
TOERICHT PR E DG EEZS. £6XD,
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72, KR TLDEMETIE, <mask> ¥ 7 TREIN
72 X FH % <masked> ¥ ZICEELT 5 Z L THEER/FRD
AWM EERL T3k, < A7 UMAHRE 2 LA
HHRIZTIFA L7 74 VICBBESINTL E 9. HIZIE pdf
XETHIUE, CENICY 7{HF %2179 2 & TRHRIC A
JAEEET Z & ASHIREZS DS, WIHR 7 7 A L DREE O FE T

IR A7 2T HA 1R Y TS X B~ X 7 BT
S, SROPELE LT, R 7 A VOREDEH T~

DR ATMEIZHIT 2 2 EB%ToN D,
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AWFATIE, PRS2 Z i U 2o s AR R ) R
PEVIERHTE T e AT AT L EREL T, SHBD
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