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Implementation of similarity search for CLI operation logs
and its application to cooperative learning

MASAHIRO KAWANISHI}'®  TAKAYUKI NAGAT2-P)

Abstract: In recent years, educational use of video contents is being focused and expected to spread in vari-
ous scenes. As an application to engineering education, we consider applying video contents to command-line
interface (CLI) operation exercises. To automatically generate screen capture videos indexed with error mes-
sages, we developed a prototype of collaborative learning system that record screen capture video as well as
operation logs during CLI operation. Recorded videos are stored in a central server to be indexed with error
keywords; students can mutually search videos of interest by error messages. Since operation logs and error
messages are not always the same among students even when they practice the same exercise, we developed
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a similarity search function to absorb the differences caused by runtime environment of each student.
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Fig. 1 Overall structure of prototype system.
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mkawanishi@localhost:~ - 8 x

File Edt View Search Terminal Help
IATTENTION! Your session is being recorded!
[mkawanishi@localhost ~]$

2 BRI SR O

Fig. 2 Screenshot of terminal being recorded.

mkawanishi@localhost:~/program-user/code - & x

File Edit View Search Terminal Help
anishi' does not have permission to access.

ok o

INPUT ID : 250
DATETIME : 2018-02-01 14:39:45
[DIRECTORY : //localhost.localdomain/home/mkawanishi
USER : mkawanishi
INPUT : mysql -u root -p
HISTORY : mysql -u root -p

OUTPUT ID : 261
ERROR MESSAGE : [ERROR_ID:1] error
OUTPUT : ERROR 1064 (42000): You have an error in your SQL syntax
; check the manual that corresponds to your MariaDB server version for the right
syntax to use near 'detabase test' at line 1

R
Info : End of errored list.
Please input the 'OUTPUT ID'.

(If you want to cancel this process, please input 'N' and press ENTER.)
oUTPUT ID : []

3 II—Avt— VR

Fig. 3 Select which error message as key for search.

Please input Number of search-condition
[1] same output message
[2] same output message excluding directory info
[3] same output message excluding quote part
[4] same output message excluding directory info and quote part
[5] same ERROR-ID
[6] same sentence structure of output message
[7]1 show results by all search conditions in order
Number : []

4 MRERSATE I E

Fig. 4 User specify search condition before search.

T ——
Info : Search result (same sentence structure of output message)

No.1
TABLE NAME : Table_testuser02
INPUT ID : 318
USER : mkZ230
INPUT DATETIME : 2018-01-26 16:57:15
INPUT : docker rum rm sample
HISTORY : docker rm sample
PU{ ID : 319
DUTPUT DATETIME 1 2018-01-26 16:57:16
: Error response from daemon: You cannot remove a running contai
ner 366f&9b9beb15491fa11adeaéce42dddc677b3e7dfb8978b366837563d8e50bd Stop the c
ontainer before attempting removal or force remove
ERROR ID : 1

AR KR

5 IRERHG R DR
Fig. 5 Search result by error No.1-F in Table 4.
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Info : Search result (same ERROR-ID)

No.1
TABLE NAME : Table testuserdl
INPUT ID : 72

USER : mkawanishi
INPUT DATETIME : 20618-01-12 15:43:55
INPUT : yum install docker-ce-17.12.0.ce.el7.centos[1@s[1@u[1@d[1@o[1@ yun install docker
-ce-17.12.6.ce.el7.centos
HISTORY : sudo yum install docker-ce-17.12.0.ce.el7.centos
OUTPLA D : 82
OUTPUT DATETIME : 2018-01-12 15:43:57
OUTPUT : Error: Nothing to do
ERROR ID : 1

No.2
TABLE NAME : Table_testuserd2
INPUT ID : 164
USER : mkz230
INPUT DATETIME : 2018-1-15 11:14:26
INPUT : sudo yum install docker-ce-17.12.8.ce-1.centos
HISTORY : sudo yum install docker-ce-17.12.0.ce-1.centos
|
OUTPUT ID : 173
OUTPUT DATETIME : 2018-61-15 11:14:41
OUTPUT : Error: Nothing to do
ERROR ID : 1

No.3
TABLE NAME : Table testusero2

INPUT ID : 228

USER : mkz230
INPUT DATETIME : 2018-01-15 11:16:18

INPUT : sudo yum install docker-ca

HISTORY : sudo yum install docker-ca
|

ou 5
OUTPUT DATETIME : 2018-61-15 11:16:31
OUTPUT : Error: Nothing to do

ERROR ID : 1

T .

Do you want to play recording data of desktop?
(y/n) +y

Please input 'TABLE NAME' and 'OUTPUT ID'
TABLE NAME : Table testuserl
OUTPUT 1D :

6 WHEREEITD T T — Ay & — Y OB EIHE
Fig. 6 Video is selected by specifying error message.

® 3 BEMGELICHVWEZZS—F—TU—KY A b

Table 3 Error Keywords used in verification.

REGULAR
ERROR_ID EXPRESSION ERROR_MSG
1 N error
2 N warning
3 N failed
4 N not found
6 N invalid
7 N missing
8 N command not found
9 N Permission denied
10 N No such file or directory
11 N Is a directory
12 N Directory not empty
14 N Can't
17 N undefined
19 Y ~ERROR [0-9]{4} ([0-9A-Z]{5}):."$
22 N You need to be root

8.1 MILAE

AWEETIE, RO -V ToMHzEEL, 25147
Y M PC % 2EBAVTHREBIFEORBE MR LT 72,
FEEITOICH o T, FHigkET o/ I —F—T7—F
DYARNER 3ITRT.

WIiZ, 2947 b1, 29472 20MAIZENT
RIEV AT LAEFAWTUTO 4 O RBIEOR S &
URBIBIET — 2N —ANDEEIT > 7=,
iHARIEVE 1. Docker DA ~ R b — LR

av T MOREEREEZ RS 2 ATV — Y
7 b 27 TH5 Docker &1 VA~ —)L§ B EED
KU ZTF A P F—&.

imARIE{E 2. Docker ® IV F F#1E
Docker Zf#i A L CTa v 5 F R ORABERE 2 BIES
LERDIGREMERBE L 72T A b T — X,

WMARRIES. 274U NRAR -BIAAECIS—AvE—Y
T7ANNA - BHEELIZI—AvEe—UrHhE
NDUKRFEER L 72T A T — X

TEARERIE 4. T—9R—DEME
F— R NR— 2B AT I MariaDB 2L TF — &
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K4 7747V b1 TREINEZZTI—Av k=Y
Table 4 Error Messages of Client 1.

EB o< v FEE
FB : MhERE (T —Av&—Y)
[yum install -y yum-utils device-mapper-persistent-data Ivmg.

TI-—FE[avrF

1A .
YUM o0 need to be root to perform this command.
s o [yum install docker-ce-17.12.0 ce el7 centos
’ [You need 1o be root to perform this command.
5udo yum install docker-ce-17.12.0.ce.el7.centos
i’ yum s
’ Error: Nothig to do
1-D -

cat: hello.txt: No such file or directory

docker run -itd --name test centos

docker: Error response from daemon: Conflict.

1E docker |The container name “/test" is already in use by container
"026670833bfbcbf8b73ed1003627751ec53ccd099daaf7f5b2e58a06728eb3c0".
You have to remove (or rename) that container to be able to reuse that name.
docker rm test

Error response from daemon:

1F docker |You cannot remove a running container
026670833bfbcbf8b73ed1003627751ec53ccd099daaf7f5b2e58a06728eb3c0.
Stop the container before attempting removal or force remove

echo "ERROR: cannot apen $ (pwd)/testlog."

ERROR: cannot open /home, ishi/testlog.

echo "ERROR: User '$§(whoami)' does not have permission to access.”
ERROR: User | 1i' does not have permission to access.

echo "ERROR: cannot open $(pwd)/testlog.

User '$(whoami) does not have permission to access.”

ERROR: cannot open /home/mkawanishi/test.log.

User 'mkawanishi' does not have permission to access.

mysql uroot p

ERROR 1064 (42000): You have an error in your SQL syntax;

check the manual that corresponds to your MariaDB server

version for the right syntax ta use near 'detabase test' at line 1

1G echo

1H echo

1-1 echo

1] mysql

K5 V74TV 2 TRIBEINZII—AyvE—Y
Table 5 Error Messages of Client 2.

FB: O~ > FIght
B : B (T5—Xv¥—Y)

vum list docker ce.x86_64 —showuplicates _sort T

E RS 31 EES2N

2-A yum 2 L a
Command line error: no such option: —showuplicates
= om|sudo yum install docker ce 17.12.0.ce 1.centos
v Frror. Nothing to do
sudo yum install docker ca
2-C y
YU™  orror: Nothing to do
2D

cat: test.txt: No such file or directory

‘docker run -itd —name sample centos

docker: Error response from daeman: Conflict.

2E docker |The container name "/sample” is already in use by container
"366f89b9beb15491falladeabee42dddc677b3e7dfb8978b3668a7563d8e50bd".
[You have to remove (or rename) that container to be able to reuse that name.
docker rm sample

Error response from daemon:

2F docker [You cannot remove a running container
366f89b9beb15491falladeabce42dddc677b3e7dfb8978b3668a7563d8e50bd.
Stop the before attempting removal or force remove

echo "ERROR: cannot open $(pwd)/test.log."

ERROR: cannot open /home/mkZ230/test.log.

echo "ERROR: User "$(whoami)' does not have permission to access.”
ERROR: User 'mkZ230' does not have permission to access.

echo "ERROR: cannot open $(pwd)/test.log.

User '$(whoami)' does not have permission to access.”

ERROR: cannot open /home/mkZ230/test.log.

User 'mkZ230' does not have permission to access.

mysql -u root -p

ERROR 1064 (42000): You have an error in your SQL syntax;

check the manual that corresponds to your MariaDB server

version for the right syntax to use near 'detabase sample' at line 1

2-G echo

2-H echo

21 echo

2] mysql
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£ 6 MEINZTI—AvE—YDHEK

Table 6 Number of detected error messages.

FREORE [T -Av—IRIMY -V TRIEINAFEK
72547 Yk 10 10 (5 BIEH KT 8)
27472 10 10 (5 B IEH K 8)

=7 MEINELT T — DMK

Table 7 Number of detected similar error messages.

FEEEOAER_| FBIT 5 — B Y — L TR C = 7= 1B
56 | 54 (5 HIEHKRE 52)

DOflAGLEMHE L, HUT T —HEY — Iz &> THER
TEMAGLEMBER 7TITRT.

ZDFERD S, TIT—RAvE—IVDKERIX100% (HE
K 80%), FAMT T —MERIX 96% (HEXR93%) TH 5.

8.3 MIIBEROEER

BEMGEDFR, T5— X vt —YDMKREMEREIZOWT
&, MEERFIZIT o 728 EIC Lo THEL AT T — Ay 2 —
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<V ROBERIAZED, T0aryFFodhizdsd7 71
THH, B—A)D bash BIEIZRFEINRNZDTH 5.
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F72, WAL OF—ZR=ZADEEIZBWT, T
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