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Protecting student information under cooperative teaching

environment by XACML-enabled proxy server

Hor! KAZUHIKOY® NAGAT TAKAYUKI?P)

Abstract: When information technology is introduced to educational organization, appropriate access con-
trol is necessary for digitalized information. Although it is desirable that information such as records of
students and results of health checkups is disclosed only to appropriate users, it is difficult to define the
scope of disclosure separately for each piece of information. In our research, we have developed an XACML-
aware proxy server to restrict access to personal information stored in website of educational institution. The
access control policy language XACML enalbes us to define attribute-based acccess control policies based on
the relationship information between teachers and students managed in school database. As a testcase, we
apply the proxy to restrict viewing of student information under cooperative teaching environment.
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<RuleCombiningAlg = xxx>
<Target>xxx.com/xxx/.*<\Target>
<Rule>Rulel</Rule>
<Rule>Rule2</Rule>
<Obligation //obligation (& 7> av)

send e-mail to administrator

</0Obligation>

<\Policy>

B 1 XACML &Y & —itibfil
Fig. 1 Example of XACML policy
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<Rule Effect = Permit>
<Subjects>#lili<\Subjects>
<Resources>4:fi: A<\Resources>
<Actions>Read<\Actions>
<0Obligation>

MEGE A DFTIE Y 7 A1 == THdili A DR 7 A

<\Obligation>

<\Rule>

B 2 EfE A ORMEBHRICET 21— atidsl
Fig. 2 Example rule for student A’s record
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Fig. 3 The organizational structure in example school
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Fig. 4 Dataflow diagram of the developed ABAC server
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Fig. 5 The website structure of an imaginary school
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<PolicySet
<Policy PolicyId="school">
#schoolF« LY hUICBT 3R v—
<Resource>/school/</Resource>
<Rule Effect="Permit">
#A—IL7 RLAD RXA vEhlexample.ed. jpDiBEread T3
<Action>read</Action>
<Condition>
<Function "rfc822Name-match"/>
<AttributeValue>example.ed.jp</Attributevalue>
</Condition>
</Rule>
</Policy>
<Policy PolicyId="subject">
#subjectF«s LY NYICEATZRY Y —
<Resource>
<Match "string-regexp-match">/school/.x/.*/.x</Match>
</Resource>
<Rule Effect="Permit">
#teacherO—LERF D7V ZXBERICHL, "check-sub"dObligationhHiTEn2
<Action>read</Action>
<Condition>
<Function "string-equal"/>
<AttributeValue>teacher</Attributevalue>
</Condition>
<ObligationExpression ObligationId="check-sub" FulfillOn="Permit"/>
</Rule>
</Policy>
<Policy PolicyId="student">
#studentF« LY MUICETBRY > —
<Resource>
<Match "string-regexp-match">/school/.*/.*</Match>
</Resource>
<Rule Effect="Permit">
#studentO—LERDFV ZRAERICH L, "check-name"&WS0bligationh’HiTEnd
<Action>read</Action>
<Condition>
<Function "string-equal"/>
<AttributeValue>student</Attributevalue>
</Condition>
<ObligationExpression ObligationId="check-name" FulfillOn="Permit"/>
</Rule>
<Rule Effect="Permit">
#teacherO—LER D7V ZRAERICH U, "check-class"&W30bligationh'FiTEnd
<Action>read</Action>
<Condition>
<Function "string-equal"/>
<AttributeValue>teacher</Attributevalue>
</Condition>
<ObligationExpression ObligationId="check-class" FulfillOn="Permit"/>
</Rule>
</Policy>
</PolicySet>

Be6 FlhL7ZRY—fl
Fig. 6 Example access policy
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£1 1—FOEHE A K4 FIR—ZADONE A
Table 1 Sample users and their attributes A Table 4 Database A
2—% A—LATFLZR EAi) m—L HRHRH PR 7 A R 72 A=NV7 FLA i u—) HERE e 72 fBE7 72
AfE A seitoa@example.ed.jp seitoa 273 L 1-1 L seitoa@example.ed.jp seitoa student NULL 1-1 NULL
BB seitob@example.ed.jp seitob EX7d L 1-2 AL seitob@example.ed.jp seitob student NULL 1-2 NULL
EfEC  seitoc@example.ed.jp seitoc =73 L 1-3 L seitoc@example.ed.jp seitoc student NULL 1-3 NULL
Bl A kyoushiaQexample.ed.jp  kyoushia il w 1-1 1-1,1-3 kyoushia@example.ed.jp ~ kyoushia  teacher  math 1-1 1-1
#ili B kyoushib@example.ed.jp  kyoushib il Het 1-2 1-2 kyoushia@example.ed.jp ~ kyoushia  teacher — math 1-1 1-3
i shic@exc i oushic  HEi . 11~
#H C  kyoushic@example.edjp _ kyoushic  Zifl R 1-3 1-1,1-2 kyoushib@example.ed.jp  kyoushib  teacher = math 1-2 1-2
kyoushic@example.ed.jp  kyoushic  teacher  english 1-3 1-1
kyoushic@example.ed.jp  kyoushic  teacher  english 1-3 1-2
®2 1—FOFELEB
. . = S oe
Table 2 Sample users and their attributes B K5 TIR-—AONHB
- - — — - — Table 5 Database B
=4 A—LT7FLZ Al e ik S LA R i
EfE A seitoa@example.ed.jp seitoa RS L 2-3 L A=NLTFLA Ei] u—)r HERE ey 72 87 7R
B seitob@example.ed.jp seitob 4t wL 2-1 L seitoa@example.ed.jp seitoa, student NULL 2-3 NULL
EEC seitoc@example.ed.jp seitoc 2k wL 24 mL seitob@example.ed.jp seitob student NULL 2-1 NULL
#Hli A kyoushia@example.ed.jp  kyoushia  fifi et 2-2 2-1,1-4 seitoc@example.ed.jp seitoc student NULL 24 NULL
%m B kyoushib@example.edjp - kyoushib ﬁ@ %A} x4 3 kyoushia@example.ed.jp  kyoushia teacher = math 2-2 2-1
Hhli C  kyoushic@example.ed.jp  kyoushic il p&s 1-5 1-1,1-2 s ) )
kyoushia@example.ed.jp ~ kyoushia  teacher — math 2-2 1-4
kyoushib@example.ed.jp  kyoushib  teacher =~ math 2-4 2-3
kyoushic@example.ed.jp  kyoushic  teacher  english 1-5 1-1
kyoushic@example.ed.jp  kyoushic  teacher  english 1-5 1-2
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Table 3 Test Environment
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Table 6 Access result A

2=+ [ home /school/ /school /seitoa,/ /school /seitob/ /school /seitoc/
root math english | root math english | root math english

pE A O o O O O X X X X x x
6E B O o) x X X O o] X X x
AfE C @] o] X X X X X X (@] O O
Hi A O O O O O x x X O O X
il B O O x X X O O O x x
il C O O O X O O X O O ©] O
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Table 7 Access result B
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root math english | root math english | root math english
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